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Raven Global Training LLC
Course Syllabus

Information Technology Auditing: For Non-IT Auditors
Three Day Outline


Course Overview:

Are you dabbling in audits of Information Technology (IT)? 

Do you hear words like encryption, firewalls, security access, and application controls and cringe? 

Do you want to understand more about Information Technology risks and controls? 

Are you looking for something to alleviate the fear of auditing Information Technology? 

If you answered yes to any of these questions, the IT Auditing for Non-IT Auditors is the course for you. This course was designed for business auditors who are not IT experts who realize the importance of integrating IT risk and control evaluation into their business audits. This 3 day session starts with using critical thinking to understand how your business uses technology and which transactions / process are most risky from a technological standpoint. Then we learn the basics of IT General and Application controls. Next we will explore how to integrated IT risk and control evaluation into each audit. Finally, we will learn how to communicate our integrated testing results in the most effective manner for both IT and business professionals.
Who should attend:

Operational, financial, and compliance auditors interested in learning about the auditing of IT general and application controls.
Auditors new to IT auditing

Auditors practicing Integrated Auditing

At the end of this program, attendees will be able to:

Assess IT risk management
Explain risks and controls of IT and their impact on business processes
Test IT controls
Build IT remediation plans beneficial to IT and Business Owners
Program level:

Basic

Prerequisites:
None

Advance Preparation:

None

Deliver Method:

Group LIVE

Course Outline (Recommended CPE: 24):
Day 1: Thinking Critically about IT Auditing for Non-IT Auditors and IT Risk Assessments
1. Critical Thoughts on Critical Thinking

· How to think critically

· How to think critically about IT

· Critical thinking applications for all audits

i. Planning

ii. Risk Assessments

iii. Process Analysis

iv. Root Cause Analysis

v. Remediation plans

2. Introduction to Information Technology Auditing
· Concepts and definitions
· Control frameworks (COSO, COBIT, Netcentric, FISCAM, NIST Special Publication 800-series on Security Controls for Federal Information Systems, GAIT, GTAG, FFEIC, ISO 27002)
· Statements on Auditing Standards No. 109 and related IT risks and control objectives
· Role of Internal Auditors for IT and IIA standards and practice advisories

· Regulations (e.g. GLBA, FDICIA)

3. General and Application Risk Assessments [Case Study: Business & IT Risk Assessment]
· Understand the IT risks and continue to build on identified control frameworks
· Explore General and Application controls and their importance in core business processes, including the initiation, authorization, processing, summarization and reporting of critical business functions and data

· Explore the relationship between general and application controls
· Integration of systems and related risks (e.g. ERP, stand-alone)

Day 2: General Control Evaluations

4. Define General Controls and Controls Objectives
· Authoritative Guidance for Internal Auditors

i. IIA Standards

ii. Global Technology Audit Guide (GTAG)

iii. Guide to the Assessment of IT General Controls (GAIT)

· Audits of General Controls

i. security management

ii. system development

iii. change management

iv. network security

v. physical, environmental, and operational management

vi. disaster recovery/business continuity planning

vii. database management

viii. IT governance

ix. IT infrastructure
x. IT control environment
5. Planning IT General Control Audits

6. Designing and Completing IT General Control Tests

· Sample size

· Benchmarking

· Logical access tests

· Reperformance and inspection

7. Explore Techniques and Tools Used in IT General Control Testing

· Flowcharting

· Risk and Control Matrix

· ACL, IDEA, SAS, SQL, Excel

Day 3: Application Control Evaluations

8. Application Risk Assessments

· Identifying systems involved in the initiation, authorization, processing, summarization and reporting of critical business functions and data

· Reliance on general controls

· Complexity of the application and transactions

· Application risk profile

· Integration of systems (e.g. ERP, stand-alone)

9. Defining Application Controls and Application Control Objectives

· Input Controls

· Processing Controls

· Output Controls

10. Types of Application Controls

· Embedded and configurable controls

· Input, processing, and output controls

· Integrity controls

· Preventive and detective controls

· Balancing and file version controls

· Application recoverability controls

11. Application Control Tests

· Sample size

· Benchmarking

· Validating parameter and configuration settings changes

· Review and verification of application code changes

· Logical access tests

· Reperformance and inspection

· Tests for a variety of input, processing, and output controls

12. Emerging Technology Risks

· Cloud

· Bring Your Own Device (mobile devices)

· Social Engineering

· Off-shoring / out-sourcing

13. Communicating Audit Results to Business Process Owners and IT

· Selling the audit results

· Monitoring remediation activities

Refunds and Cancellations:

Subject to the written contract between Raven Global Training and the Michiana IIA. Contact K. Catlin at karma@ravenglobaltraining.com, for additional administrative policies, including refunds, cancelations, and complaints.
Course Registration: 

Registration is processed exclusively by the Michiana IIA chapter. Contact Deb Holtman for registration.

CPE: 
This course was prepared and conducted in accordance with the regulations of the Institute of Internal Auditors for CPE reporting purposes under the IIA Certifications Department. The National Association of State Boards of Accountancy (NASBA) sponsor of continuing professional education certification, Raven Global Training (sponsor ID XXXXXX). In accordance with the National Registry of CPE sponsors, CPE credits have been granted on a 50 minute hour.  State boards of accountancy have final authority on the acceptance of individual courses for CPE credit.
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