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Raven Global Training
Course Syllabus

Implementing SOX 404

Two Day Outline


COURSE OVERVIEW:

Are you starting a SOX 404 program?

Are you searching for tools to assist in documenting and testing of internal controls for SOX?

Do you need suggestions on best practices? 

If you answered yes to any of these questions, this two-day workshop is for you. This introductory course in the Sarbanes-Oxley Act (SOX) provides an overview of the key sections of SOX (302 & 404). You will learn how to design, implement, and evaluate the effectiveness of a SOX 404 program, including understanding information technology controls over confidentiality, integrity, and reliability of financial data. Participants will understand the impact of SOX on the Internal Audit profession and the roles and responsibilities of management and the audit committee. During this interactive workshop, you will learn best practices in identifying, design, testing, evaluating, reporting, and remediating key internal controls. You will also benefit by exploring SOX process bottlenecks, pitfalls, challenges, best practices, and lessons learned from well-established SOX program 

WHO SHOULD ATTEND:

Risk managers
Compliance officers
SOX testers
Internal auditors 
Process owners
Executives and board members new to SOX
LEARNING OBJECTIVES:

Develop a better understanding of SOX
Review reporting requirements for SOX
Learn how to integrate management and review functions, like Internal Audit, into the program

Gain the tools needed to implement your SOX 404 program

Explore tools to document and test internal controls

Practice SOX skills and tools you can use on the job

COURSE OUTLINE (16 CPE):

Day 1:

Understanding SOX
History and chronology of act
Key elements of SOX, including whistleblowing programs

PCAOB and SEC guidance

Cost and income implications

Communicating requirements

SOX benefits

Gaining support from employees and management
Roles and responsibilities of Management, Internal Auditor, and the Board of Directors

SOX considerations for Internal Audit’s annual and engagement planning 

SOX project planning, including time commitments and completion timeframes

Selection and implementation of frameworks COSO and COBIT

Fraud and SAS 99 assessments

Corporate governance

Where should you be and what should you have at the end of Year 1?

Performing the risk assessment to identify and quantify efforts

Identifying controls and designating key controls, including technology controls
IT systems involved in the initiation, authorization, processing, summarization and reporting of financial data 

Significant risk identification

Identifying key IT controls (application and general controls)

Statements on Auditing Standards No. 109 (SAS109) and related IT risks and control objectives pertinent to a financial audit

Assessing the design adequacy

Documenting your internal controls

Internal control frameworks (COSO)

Technology and systems

Process flowcharts

Identifying significant accounts

Assessing existing documentation

Day 2:

Testing internal controls

Designing tests of key controls

Testing methodology

Sampling methodology
Frequency of tests
Tools for testing controls
Testing, not over-testing
Testing complementary, redundant and compensating controls

Testing information technology general and application controls

Refining tests of controls using automation

Assessing the effectiveness of key controls

Reporting deficiencies and tracking compliance and remediation efforts

What are deficiencies?

Management reporting requirements

Auditor reporting requirements

Communicating deficiencies

Determining remediation activities

Deficiency tracking

Evaluating your SOX compliance program Year 1 and beyond
Eliminating unnecessary work

Performance measures

Process enhancements
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